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1. O61me mo0KeHus

1.1. Tlonoxenue o 3ammre nepcoHanpHbIX AaHHBIX B @OI'BY «IUIl» (manee — [lomoxenue)
pazpaborano B cooTBercTBMU ¢ DenepanbHbiM 3akoHOM oT 27.07.2006 Ne 152-D3 u  uHbIMU
HOPMaTHBHO-TIPABOBLIMH aKTaMH B OONAcTH 3alUThl NEPCOHAIBHBIX JAHHBIX, ACHCTBYIOIIMMH Ha
teppuropun Poccun.

1.2. Ilens mactosimero [lomoxkeHus — 3amuTa NEpPCOHANBHBIX AaHHBEIX pabotHHKoB ®I'BY «I'MLl» ot
HECAHKIMOHUPOBAHHOIO JOCTyNla W pa3rjiauieHus,, IPeIOTBPAIlleHHe U BBIABJICHUE HapyLICHHH
3akoHo1aTelnbeTBa P®, ycTpaHeHHe NOCHEACTBHI TakKUX HapyIIEHUH.

1.3. B nensax nacrosunero [onoxenus:

e T110J1 TepcoHaTbHBIMU AaHHBIMH (nanee — I1J]) morumaercs mobas uEdOpMaLHs, NPIMO HITH
KOCBEHHO OTHOCSIIAsACS K CyOBEKTY MepCOHANIBHBIX JaHHBIX;

e nozx yrposamu 6e3onacHocts I1/] moHuMaeTcs COBOKYNHOCTE YCIOBHI M (JaKTOPOB, CO3/AOIINX
OIMAcHOCTh HECAaHKIMOHMPOBAHHOTO, B TOM HYHCIE CIy4aWHOro, AOCTYNa K I€PCOHAIBHBIM
JAHHBIM, PE3YJIBTATOM KOTOPOTO MOTYT CTaTh YHHUTOKEHHE, H3MEHEeHHe, OIOKMpOBaHHE,
KOIIMPOBAHUE, TMPEIOCTaBICHHE, PACIPOCTPAHEHHE TMEPCOHANBHBIX MAHHBIX, @ TAKIKE HHBIE
HelpaBOMepHbIe HeiCTBHS mpH uX obpaborke B MHGOPMAIMOHHON CHCTEME NEpPCOHAIBHBIX
JTAHHBIX;

e 10j1 ypoBHeM 3anuiienHocTy [1J] moHnMaeTcs KOMILIEKCHBIH MOKa3aTenb, XapaKTepu3yIoLui
TpeOOBaHMs, MCIOTHEHHE KOTOPHIX OOecreynBaeT HEWTpaIU3alMi0 ONpPEeAeICHHBIX YIpo3
Gesonacnoctu I1]] npu ux obpaborke B HHYOPMALUOHHON CHCTEME.

1.4. Hacrosmee IlonoeHne n H3MEHEHHS K HEMY YTBEPXKAAIOTCA AUPEKTOpPOM (MM JIHIIOM,
HCTIOJIHSIIOIUM 0053aHHOCTH) U BBOASTCS npuKasoM. Bee paboTHHKY 10/DKHBI OBITH 03HAKOMIIEHBI O]
noAmnuch ¢ JanubiM [lojokennem v U3MEHEHUSIMU K HEMY.

1.5. Hacrosmee Ilonoxenue Berynaet B cuity ¢ 01.09.2022r.
2. 3amuTa NepCOHATBHBIX JAHHBIX
2.1. PaboroaTenns NpuHUMaeT cileayromue Mepsl mmo samute [1/1;:

2.1.1. Hasnauenue Jimia, orBeTcTBeHHOro 3a 06paborky [IJI, KOTOpOEe OCYIIECTBIsICT OpraHU3aluio
obpaborku I1J], o6yueHue ¥ HMHCTPYKTaX, BHYTPEHHMH KOHTpOIb 3a coOirofeHueM paboTHHKaAMU
tpeboBauwuii k 3ammre 1.

2.1.2. Pazpabotka nonuTuky B oTHomeHuu obpadborku I1/1.

2.1.3. YcranoBnenue npasun gocryna k IIJ], obecrieuenne perucrpanuu u ydera BCeX JCHCTBHIA,
copepmaeMbix ¢ 1171,

2.1.4. YcranoBiieHue HHAMBHAYAIBHBIX [1APOJEH JOCTYNA COTPYIHUKOB B UH(POPMAIIMOHHYIO CHCTEMY
B COOTBETCTBHH C UX TPOU3BOJICTBEHHBIMH O0A3aHHOCTAMH.

2.1.5. IlpumeneHue TPOIIEANMX B YCTAHOBICHHOM IOPAIKE MPOLIEAYPY OLEHKH COOTBETCTBHS CPEJCTB
3alMThl KHPOPMALIUAH.
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2.1.6. CepruduuupoBaHHOE aHTHBHPYCHOE MNpPOrpaMMHOE oOOeCledYeHHe C  peryjspHO
oOHOBIIEMBIMHU Oa3aMH. . :

2.1.7. Cobmonenue yciaoBui, ofecneunmBaromux coxpaHHocth [IJI W MCKmoOYaromux
HECAHKI[MOHUPOBAHHBIM K HUM JOCTYII.

2.1.8. O6Hapyxenue (hakToB HeCAHKIIHOHHPOBaHHOTO AocTyna K I1JI.

2.1.9. Boccranosnenme I1JI, MoaudHUUUPOBAHHBIX HIM  YHHYTOJKEHHBIX  BCIEACTBHE
HECAHKIIHOHHPOBAHHOTO JIOCTYIIA K HUM.

2.1.10. Obyuenue pabOTHUKOB, HEMOCPEACTBEHHO OcyIecTBIsomuX 0bpadorky I1]1, monoxenusm
3aKoHOJarenscTBa P® 0 IepcoHaNbHBIX JaHHBIX, B TOM 4Hcle TpeOOBaHMSAM K 3aluTe
MEPCOHANBHBIX ~ NAHHBIX,  JOKYMEHTaM,  ONpelelsiomuM  nomutuky  PaGoromarens
B oTHOLIEHHH 00paboTku [1]], ToKaIbHBIM aKTaM 1o BonpocaM 00paboTKU NepCOHANBHBIX JaHHBIX.

2.1.11. OcymecTBiieHHE BHYTPEHHErO KOHTPOJIA U ayIHTa.

2.1.12. Onpenenenue Tumna yrpo3 6e30nacHOCTH U ypoBHe# 3amumenHoctH [1]1, koTopeie XpassTes
B HH(OPMAIMOHHBIX CHCTEMAX.

2.2. Yrpo3sl 3aIUIIEeHHOCTH NePCOHAIBHBIX JaHHEBIX.

2.2.1. VYrpossl mepBOro THIa. B CHCTEMHOM 'mporpaMMHOM obecriedeHnr HHPOPMAIMOHHOM
CHCTeMEI ecTh (DYHKIHOHATBHEIE BO3MOXHOCTH MPOrPAMMHOTO 0GECTIeUeH s, KOTOphIe He YKa3aHEl
B ONHUCAHHM K HeMy JUOO He OTBEYAIOT XapaKTEpUCTHKaM, KOTOPbIE 3asBUII Ipou3BoauTenb. U ato
HOTEHIIMAIBHO MOKET IIPUBECTH K HGHp&BOMCPHPM)’ MCIOJIE30BAaHHUIO NIEPCOHAIBHBIX JAHHBIX.

2.2.2. Vrpossl Broporo TtHna. IloTeHumancHele NpoONEMBI € IPUKIANHBIM IIPOrPAMMHEIM
obecrieueHrneM — BHEIIHUMH [IPOrpaMMaMH, KOTOPBIE YCTAHOBJIEHBI HA KOMIIBIOTEpaX pabOTHUKOB.

2.2.3. Yrpo3ssl TpeThero tina. [[oTeHIManpH0M ONaCHOCTH HM OT CHCTEMHOI'0, HH OT IIPOTPaMMHOI0
o0ecneyeHns HeT. ST TLITY it

2.3. YPOBHH 3aIIUINEHHOCTH IEPCOHAIBHBIX JAHHBIX. '

2.3.1. TMepssiit ypoBeHs 3amuimieHHOCTH. Ecnu paGoTomatens oTHeC HH)OPMALMOHHYIO CHCTEMY

K IEPBOMY THIIy YIpO3bl HIHM €CIM THII 'yIpo3bl BTOpPOH, HO paborojarens ob6pabareiBaer
cnenuansasle kateropuu I1]] 6onee 100 Toic. dpu3mueckux mun Oe3 ydera pabOTHHKOB.

2.3.2. Bropoit ypoBeHb 3amuIneHHOCcTH. Ecmu Tunm yrpo3sl BTopoit u paboronarens obpabarsiBaer
crnenuanbuble kateropuu I1J1 paGoTHHKOB BHE 3aBUCHMOCTH OT MX KOJHYECTBA WM CIEIHATbHBIE
kareropuu 1] meree gem 100 ThIC. d)mnqecmx nun, uiy mo0eie Apyrue kareropuu [111 Gonee uem
100 TeICc. u3nUecKUX JMIl, MM TP TPETheM THNE Yrpo3sl paborojarens obOpabareiBaeT
CreqUaIbHbIe KaTeropuy JanHblx Gornee yem 100 Thic. Gusnyeckux mm.

2.3.3. Tpernii ypoBeHb 3amuineHHocTH. Ecmu mpu  BTOpoM THmE yrpossl pabGoromarens
obpabateiBaer obuue I[1]] pabGoTHukos uiu mexee yeM 100 Teic. GU3MUSCKHUX JIUIL, MM IIPH TPETHEM
THIE yrpo3sl paboronarens oOpabaTeiBaeT cnenuanbHble Kateropuu 1)1 paGOTHHKOB WM MEHEe
gem 100 TeIC. QU3MUECKHMX I, WIM IpPH TPETheM THUNE Yrpos3sl paboromarens obpabarsiBaeT

6uomerpuueckue I/, unu mpu TpereeM Tume yrposel paboromarent obpabateiBaer obmme I1]]
6onee yem 100 ToIC. HHU3HUCCKHUX JIUIL.

2.3.4. YerBepthlii ypOBeHb 3AlUMINEHHOCTH. Ecium npu TpeTheM THIE yrpossl paboronatens
obpabateiBaeT TonbKO 061mme 111 paGOTHHKOB Hm meHee yeM 100 TeIC. hHU3HYECKUX NI

2.4, Ilpu yeTBEpPTOM YPOBHE 3alMIIEHHOCTH NEPCOHAIBHBIX JaHABIX pab0TOmaTENb:

obecrieynBaer  pexKUM Ge3zonacHocTH IIOMEILEHUH, B KOTOPBIX  pa3sMelnaeTe
HHQOPMAIMOHHYIO CHCTEMY; -+«

obecrieynBaeT COXpaHHOCTh HOCHTENEH HH(IJopMauHH‘

yTBEPXK/AaeT epedeHb paboTHUKOB, HomymeHHbIX 10 T111;

UCIIOB3YEeT CPEACTBA 3alMThl MHQOPMAIUH, KOTOpPbIE MPOILIH OIEHKY COOTBETCTBUS
TpeOoBaHMM 3aKOHA B 00s1acTu obecnedeHus 6e30nacHoCT HHGOPMAIHH.



2.5. Ilpu Tperbem ypoBHe 3amuuieHHocTd [I]] ToNONHUTENBHO K MepaM, TEpeunCICHHBIM
B nyHkTe 2.4 Hactosmero [lonoxenusi, paboromareins Ha3HayaeT OTBETCTBEHHOIrO 3a obecrieueHue
6ezonacnoctu [1]] B uHdopMaHOHHOK CHCTEME.

2.6. llpu BrOpoM ypoBHE 3amuuieHHOCTH IIJ] NOMOMHHMTENBHO K ME€paM, TEepEUUCIEHHBIM
B IyHKTax 2.4, 2.5 nacrosmero llonoxenus, paborojarens OrpaHuYMBacT JOCTYN K 3JEKTPOHHOMY
XKypHaLy COOOINEHMH, 3a UCKIIOYEHHEM PabOTHHKOB, KOTODLIM TaKHe CBEACHHUS HEOOXOIUMBI IS
paboTsl.

2.7. Ilpu nepBom ypoBHe 3ammuieHHoctd [IJ] qomonHuTeNBHO K MepaMm, IEpPEUHCIEHHBIM
B nyHkTax 2.4—2.6 nacrosuero [TonoxeHus, paboroaTens:

¢ o0ecneyWBaeT aBTOMATHYECKYIO PETHCTPAlMIO B DJEKTPOHHOM IJKypHalte Oe3omacHOCTH
H3MEHEHHUS [IOJJHOMOYHH paboTHHKOB 110 pomycky K [1/] B cucreme;

e CO3JA€T OTJeNn, OTBETCTBeHHBIH 3a Oe3omacHocth I[IJ] B cucreme, nubGO Bo3Naraer TaKyio
00513aHHOCTB Ha OJIMH M3 CYLIECTBYIOMIMX OTAEIOB paboToaaTersl.

2.8. B nensx samute! [1/1 Ha 6ymMaxHbIX HOCUTENSIX paboToaaress:
e NPHKAa30M Ha3HAa4YaeT OTBETCTBEHHOro 3a 0bpaborky 11]];

e OrpaHMYMBAET JIONYCK B IIOMEIIEHHS, TI/l€ XpaHaTcs AOKYMEHTBHI, KoTtopble couepixar I1J]
pabOTHHUKOB,;

e XPaHHUT JOKyMeHTHI, cojieprkamue [1]] paboTarkos B mxadax, 3anmuparonmxcs Ha Koy,
e XPaHHT TPYAOBBIE KHIXKH pabOTHUKOB B ceiide B oTHENIe KaIpoB.

2.9. B menax obecrneyeHus KOHOHUACHIMATBHOCTH IOKYMEHTHI, cozepkamme IIJI paGOTHHKOB,
0(OPMIIAIOTCS, BEAYTCS W XPaHSATCS TONBKO PaboTHHKAMM OTHENA KaapoB, OyXranTepud u CIryiKObI
OXpaHsl Tpyaa paboToaTens.

2.10. PabotHuKH OT/IeNa KaapoB, Oyxranrepuu U ciyk0bl 0XpaHbl Tpyaa paborojaresns, J0MyIIEHHBIE K
[TJI paGoTHUKOB, MOIIHCHIBAIOT 00s3aTEAbCTBA O HEPA3rJIAllEHHW MEPCOHAIBHBIX MAaHHBIX. B
MIPOTHUBHOM cityyae 10 oOpaborku I1J] paboTHUKOB He JOIMYyCKalOTCs.

2.11. Jlomyck k mokymenTam, cogepskaiquM [1]] paboTHHKOB, BHYTpPH OpraHU3aliy OCYINECTBIsSETCS Ha
ocHoBaHWH PernamenTa Jomycka paboTHUKOB K 00paboTKe NepCOHAIBHBIX JIaHHBIX.

2.12. Tlepenava I1J] nmo 3ampocam TpeTbHX JIMI, €CIM Takas Iepejadya NpsAMO HE MpeaycMOTpeHa
3aKOHOAATEIbCTBOM P®, mormyckaercss HCKIIOYMTENbHO C corjiacus paborTHuka Ha 00paboTKy ero
IEPCOHANBHBIX JAHHBIX B 9aCTH WX MPEIOCTABICHIS WK COIMIacHs Ha pacnpoCTpaHeH e NePCOHATBHBIX
JIAHHBIX.

2.13. Ilepemaua mubopmanuu, coxepkamen cseaeHus o I1J] paboTHukoB, mo TenedoHy B CBA3H €
HEBO3MOKHOCTBIO MICHTH()HKAIIMY JIUIA, 3alpallliBaloLIero HHGOpMaIHIo, 3a1peniaeTcs.

3. 'apanTun KOHQUACHIHAJILHOCTH MEPCOHATBHBIX JAHHBIX

3.1. Bce pabGotHukm opraHu3anuu, ocywmecteisiomue obpaborky IIJI, oOs3anbl xpanuTs Taiiny
o cBexeHusx, conpepskammx 11, B coorBeTctBuu ¢ [lonoxenuem, TpeboBanusgMHU 3aKoHOAaTENBCTBA PO.

3.2. PaborHuk Bhopase TpeOOBaTh MOMHYI0 HH(OPMALMIO O CBOMX INEPCOHAIBHBIX TaHHBIX,
00 ux 06paboTKe, HCIOAL30BAHHH U XPAHCHUH.

3.3. JIuna, BHHOBHBIE B HapyIIEHHH HOPM, PErYJIMPYIOUMX HojixydeHue, obpabotky M 3ammrty [1]]
pabOTHUKOB, HECYT AMCHMIUTHHAPHYIO, aJAMUHUCTPATUBHYIO, I'PANKIAHCKO-IIPABOBYIO MM YTOJOBHYIO
OTBETCTBEHHOCTb B COOTBETCTBHH C 3aKOHOIaTETLCTBOM.




